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Figure 25

A statistical object is the output of a function.
The function points to an output string of values
based on an input

Function points to a
value depending on

input
Input ! “y
— > f(X) —_— X X X3 Xy
Original
Object

Additional Inputs,
Clock or Counter



U.S. Patent Aug. 25, 2015 Sheet 26 of 48 US 9,118,644 B2

Figure 26

J (x)

Hash or
Keys or Inputs Hash Function Outputs
Joe 00
5 01
Moe 02
03
Sam collision
05
Charlie 06
—>
n




US 9,118,644 B2

Sheet 27 of 48

Aug. 25,2015

U.S. Patent

0ot

06

08

0L

s|doad jo Jequwinu ulepas e jsbBuowe Aepypiq
e Bulieys sjdoad om ises| je jo Ayjiqeqo.d sjewixoldde ayy Buimoys ydelb v

ajdoad jo JaquinN

09

0S ov oe 02 o1

] 1 i

i

| 1

L2 @inbi4

10
¢o
£0
7o
S0
90
L0
80
60

Jned e jo Auqeqoid



U.S. Patent

T T T e e e e E e e e m e e e e e e e e e e e e e e e e e e e m e mE m e - - - ———_—_— - - = - e

------------

Aug. 25,2015

Sheet 28 of 48 US 9,118,644 B2

statistical object | s~ 116
received?

yes

114A

match?

04

]

1

]

]

:

:

118 ;
no | statistical object T E
:

]

1

]

]

]

120

get accu

mulated 1128

114AP

114A
_\

(/ statistical object /_/

4

original object
no unique?

yes

calculate
probability

exceeded?

_____________________________________




U.S. Patent Aug. 25, 2015 Sheet 29 of 48 US 9,118,644 B2

Figure29 129

/ 122

114F
122 yes
114%
120

\

]

- : 116 :

y statistical object /- :
received? I

114F !

122 yes !

118 ;

no | statistical object —/ i

- match? !
E

|

|

)

[}

Ve Vaka

get accumulated get associated 1128

< statistical object orig object \D /_/

@0 L-wimt~ @D [0
1O 0 0

]

i

|

|

|

]

1

1

|

( i
|

- 114A\ 114AP original object \ E
no unique? 114P!

]

]

mA — |7 :

]

]

"

calculate 127 )

probability :

114A :

136 O /132 :

]

]

N0 1 prob threshold E

- exceeded? ;
]

SR 134 Y T




U.S. Patent Aug. 25, 2015 Sheet 30 of 48 US 9,118,644 B2

o

™

o

=

le)] > (@)]

— = C ()

L o QO i
n (09 )
- N ™
o o o
pd pd Z

Certificates confirm identity, and are digitally signed



US 9,118,644 B2

Sheet 31 of 48

Aug. 25,2015

U.S. Patent

sajedlipa) Jo Aieiqi B S210)s WaSAS ajoway ~

Baio

S

() e P
¢ ON ﬂ_
LoN [

_—

pasn aq 0} pajoadxa S| jey) ajedniuan
yoes Jo Adoo e sey wa)sAg ajoway
L€ 8Inbi4



US 9,118,644 B2

Sheet 32 of 48

Aug. 25,2015

U.S. Patent

sHq gg Ajuo s| ajeoiua)
8y} Auieo 03 a|qejiene si ey}
soeds obies ayj jo azis ay |

~—

@ w
-
~
wajsAg -—

SjoWaYy [lews oo 4./\

sHq 26l

S| 9jeOYIUaD
B JO 8zIs 8y |

=

&,

/\

w0y [eublio sy ul Wa)sAg ajoway
ay} puss 0} Biq 00} sI B)BIYIUBY V ‘WB|qOId

¢ aInbi-




US 9,118,644 B2

Sheet 33 of 48

Aug. 25,2015

U.S. Patent

SJ0WdY €——

slq ¢¢ s}q 261'8
ATNO ejediiuad
yseH
mA olydelboydAin xﬁ )
wajsAs
Ol AN3S NIHL Ol 1¥3ANOD
C
wa)sAg ajoway
3y} 0} puss pue ‘Buoj siq g¢ Ajuo si yaiym ‘yseH oiydesboydiin
B pa||ed ‘ajedljiHa) yoea jo uoljejussaidal e ajealn
-uonnjog 8y |

€€ ainbi4



US 9,118,644 B2

Sheet 34 of 48

Aug. 25, 2015

U.S. Patent

144
o k=] 6
L enamee
109[qQ |ednsnels | 83l
e S| yseH

olydesboydhug sy \G )
wajshAg
sjowey € + < ———

0] Juss ale yjog

}20[D & wouj
SnjeA swi|

|leyaq Jajeals) ul ‘uonn|jos ay |

¢ ainbig



US 9,118,644 B2

Sheet 35 of 48

Aug. 25,2015

U.S. Patent

142}
sjoalqo |eonsiels

ale wm:_x asay |

Glvce
Givece

evvic

‘SaNeA HO

Ol
143dANOD

I 1

|

GE ainbi

Baic)

uag

Aljles

SZLl
Sa)eolie)

a|dwex3



US 9,118,644 B2

Sheet 36 of 48

Aug. 25,2015

U.S. Patent

000€ "~ ¥39NNN 1¥0d NOILVYNILS3d
000C " " ¥39NNN L40d 304N0S 401

€111 $833AAV NOILYNILSIA
ZLVL T $834aay 304NO0S d
= dvil 41!
103rdo 193r80
IVOILSILVYLS IVNIOINO
oLl EE
18AI803l A
waskg SOILSIIILOVHYHO
aouey [V snonvomnnnes T QA”
o LY3ANOD
-
ZON D

WajsAg sjoway ay} YyIm ajediunwiwiod 0} Spasu uag

9¢ ainbi4



US 9,118,644 B2

Sheet 37 of 48

Aug. 25,2015

U.S. Patent

baio  givee A5 %

é
uag

ueg GlYE «———> GIpee
HOL1VIN

Ailes  evbze

8Ll

43HOLVIN
193rgao0o
VOILSILVLS

_M_v:

il
W_v:

dvil

N

dpll

i

mm_>_m_omm\ ccl +4vLL

NOSIYVdNOD

/ AN AAYS
oLl

UolJEDIUNWIWOI S,uag SaAISoa) Wa)SAS ajoway

L€ 3inbi4



US 9,118,644 B2

Sheet 38 of 48

Aug. 25,2015

U.S. Patent

YO19313S 103rg0
TVOILSILVLS AILVINNNDDY
0zl
HIHOLVYIN
193r90
TVOILSILVLS
HO1VIN gLl
ON
zz1
dvvll 90 —
s103rg0 sdieg
TVOILSILVLS
a3LvINNNDOY
40 ALIVHENTd

J18ydjel 303lqQ |ednsnels
8¢ ainbi4



US 9,118,644 B2

Sheet 39 of 48

Aug. 25,2015

U.S. Patent

ocl

0l SOSsVv

ddl
rao
Old0

dvvil Srao
1V1S 40
ALIVENTd

aav

22l 00
WNvLL OSW ¢
(4¥LL ueg) V¥LL OS M3AN

:S31V3dH0
SOSVY

10)09]83 109[q0
|EON}SIEIS paje|nwinooy

6¢ aInbi




US 9,118,644 B2

Sheet 40 of 48

Aug. 25,2015

U.S. Patent

d3141LN3d|
193rd0O 1VNIOIHO
ocl

Ndg9 OL 3SNOJS3d ON

os ‘Szl 108lqo Jeulbluo
a|buis Ayuspy
AlsnonBiqweun

JOou sa0p dv{iL
‘Ajua )saje

N

0cl

SOSV
woJ

Jayuap] 109lqQ |eulbLO

O @inbi4

dvvliL



US 9,118,644 B2

Sheet 41 of 48

Aug. 25,2015

U.S. Patent

MD01D WONA \/ Szl
3INIVA INIL 1293rao
M3N S3ANTONI Syl IVNIDINO
123rgo Z ON D
IVOILSILVLS
2)
s SOUSHELOVEVHO < A”
WINGO 1Y3ANOD
W3LSAS I1LOWIY

OL dN3S

:urebe sau} ay os
‘wa)sAg ajoway ay) 0} UOIEDILUNWIWOD }SIl
Sty 0} asuodsal aAI993l JOU S0P Udg

"S|le} UOIIBdIUNLILWIOD }SJl} S,uag

L 8inbi4



US 9,118,644 B2

Sheet 42 of 48

Aug. 25, 2015

U.S. Patent

9G¢2v8 uag 7 "ON

l ON

/
/
¢
Gpe01 Haio Q ¢ "ON
<
O Q
\.- -—,

I

9G¢v8 Ales
SrLl OS
M3N :MOU 3le s)08[qo |eonsiels mau ay |

‘pabueyd sey sjoalqo |eonsije)s
ajelausb o} pasn anjea ¥00|o sy} ‘passed sey swi) ey} MON

A1) puodeg
Zp @1nbi4



US 9,118,644 B2

Sheet 43 of 48

Aug. 25,2015

U.S. Patent

MIHOLVIN
rgO LVIS wayshs
8Ll acl ajoway
+ oLl
S3HOLVIN 4¥Ll
¢ ssonpoud dplL<—>gp| < IA
CO_HNO_CSEEOO w_Cmm
N yd
IUVANOD
zzl
000€ """ #180d dOL 1S3d il
000Z " ‘#180d dO1 308NOS | Szil
€171 T $SIMAAQY dI 1s3a 968

¢’'L'L’L'SS3HAAyv dl 304N0sS

.SOILSIH31OVHVHO
ININOD

+V = -
LH3IANOD

:UOIJEDIUNWIWOD PUOJSS B SPUas uag

et Inbi



US 9,118,644 B2

Sheet 44 of 48

Aug. 25,2015

U.S. Patent

sj0alqo |eolsijels payodjew Jo
s)as yjoq Aq paleys si uag

iaNNO4
HO1VIN
ozl
¥0123713S rdo YIHOLVIN
1V1S NNDJVY rgo V1S
rAARet0 gLl
Alles Ny LL
usg N¥LL
dvpiL<—>¢gzL | € <
=N

IYVHINOD
punoj si yojew y
it aunbi4



US 9,118,644 B2

Sheet 45 of 48

Aug. 25,2015

U.S. Patent

0cl
uoljoajes 0cl
[qo yejs e
wnooe ay} uj IES //

\44" |
100lqo esnsiess —
paje|nWwnooe Woly Baio

paAoWal ale 13S r90
Alles % baio LVLS 00V

_UmEmom_n ale Ajjeg » Haio
G aInbi



US 9,118,644 B2

Sheet 46 of 48

Aug. 25,2015

U.S. Patent

oclL

NOILVINHOSNI
1923rgo 1v1Ss NNOJV
40 SS3ANO
INOANVYH V 40
ALN9vda0dd
S3A1LVINIIVO

Szl 103[qo |eulbuo
anbiun s|buls e Aq
pajesauab aq Ajuo
p|NOo uoleuLIo)UI

|ednsnels
paje|nwnooe ji
saulwlis)aq
ocl

13SClle«—S2l1

dO01viINO1vO
ALNIgva0dd

d314ILN3Al
rdo 9140

o ainbi

18ynuap|
103(qQ [eulbuQ 0}
108[qQ |eousiers
pajejnunaoe sassed
(4}

D — N
447"

13S rao
1V1S 00V



US 9,118,644 B2

Sheet 47 of 48

Aug. 25, 2015

U.S. Patent

(ALd) INTVA ZEL
QTOHSTYHL \/z

ALIMIgvVE0dd

&

@TISQ

SIUVANOD
NOITTIN | ut |
HOLVHYANOD
JTOHSTIYHL
el o€l
)
103rg0 4. . ALMiavEONd
1v1S QaLvInNoIvo
NNDDV
HOLYINDTVI
O¥37 g0¥d
ATIVALYIA
L ainbi4

9cl
wo.j

A



US 9,118,644 B2

Sheet 48 of 48

Aug. 25,2015

U.S. Patent

OILNIHLNYV
aq 0} pauiwis)ap sl
uoljesiunwiuwo? s ,ueg ‘og

000°000°L/1

Nld <

ALNIgva0dd
ad31viNoivo

8t inbi4

i

ccl

~

d0O1VHEVdINOD
dTOHS3HHL




US 9,118,644 B2

1

METHOD FOR DIRECTING REQUESTS TO
TRUSTED RESOURCES

CROSS-REFERENCE TO RELATED PENDING
U.S. PATENT APPLICATIONS, CLAIMS FOR
PRIORITY & INCORPORATION BY
REFERENCE

The Present Patent Application is a Continuation-in-Part
Patent Application, based on:

U.S. Ser. No. 11/242,637, entitled Method for First Packet

Authentication, filed on 30 Sep. 2005; and
U.S. Ser. No. 13/373,586, entitled Method for Statistical

Object Identification, filed on 18 Aug. 2011.

The Applicants hereby claim the benefit of priority under
35 USC Sections 119 and/or 120 for any subject matter which
is commonly disclosed in the Present Patent Application and
in U.S. Ser. No. 11/242,637 and in U.S. Ser. No. 13/373,586.

The text and drawings of U.S. Ser. No. 11/242,637 are
hereby incorporated by reference.

FEDERALLY SPONSORED RESEARCH OR
DEVELOPMENT

None.
FIELD OF THE INVENTION

The present invention relates to computer, information
appliance and network security systems. More particularly,
one embodiment of the present invention pertains to methods
for directing resource requests from a client to one of a plu-
rality of trusted resources.

BACKGROUND OF THE INVENTION

Data centers are no longer relying on rows and rows of
fixed function servers, with each server running a single
application. Today, data centers rely heavily on virtualization,
enabling a single server to run multiple instances of operating
systems and their applications concurrently. This enables data
centers to dynamically allocate resources in response to
demand. These dynamic resources include primarily applica-
tions and storage, and scale up and scale down in response to
the needs of the clients accessing them. In advanced archi-
tectures, if the capacity of the data center is reached, addi-
tional virtual resources outside of the data center can also be
used. In all of these cases, the use of virtualized resources is
unnoticed and undetectable to the network clients. The virtual
resources are indistinguishable from a non-virtualized physi-
cal resource. To access these virtual resources, directors and
load balancers are used to steer and distribute resource
requests to the various resources.

Before virtualization, each server was physically provi-
sioned by an IT administrator and was trusted to deliver its
advertised resource. After virtualization, a server could
deliver many different resources, which are now independent
of the physical server that is delivering the resource. The
ability of pools of servers to deliver virtualized resources
introduces new paths for attack and compromise of resources
and resource requesters. Among these new paths for attack
are insuring that when a resource is requested, that resource is
being delivered by an authentic, trusted service and not an
imposter. The presence of an imposter server is not necessar-
ily the result of a malevolent action; this can also be cause by
mis-configuration or the lack of proper re-configuration after
a scale down event of virtual resources. A scale down event is
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when some number of virtual resources is decommissioned.
The development of such a mechanism would constitute a
major technological advance, and would satisfy long felt
needs and aspirations in the network security industry.

SUMMARY OF THE INVENTION

The present invention takes a network request and directs it
to one ofa group of resources that can satisty the request. This
group of resources has been authenticated to insure that they
are in fact authentic resources who can satisfy requests. In an
advanced form, the requesting client is authenticated prior to
selecting one of the authenticated resources. The result is that
aresource request from an authenticated network client that is
authorized to access the requested resource is directed to one
of a group of authenticated network resources. This insures
that an authenticated, authorized request is satisfied for an
authenticated resource.

If one of the group of authenticated resources becomes
unavailable, its authentication is simply revoked which pre-
vents new resource requests from being directed to it until it
is again capable of satisfying the requests and has re-authen-
ticated itself. If a network resource presents itself and is
unable to authenticate itself, no resource requests will be sent
to the unauthenticated network resource.

An appreciation of the other aims and objectives of the
present invention and a more complete and comprehensive
understanding of this invention may be obtained by studying
the following description of a preferred embodiment, and by
referring to the accompanying drawings.

A BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows a plurality of network resources providing
authentication to a trust director.

FIG. 2 shows a trust director processing authentication
objects received from network resources.

FIG. 3 shows the resulting authenticated network
resources.

FIG. 4 shows a resource request being sent from a network
client to a trust director.

FIG. 5 shows a trust director extracting an authentication
object from a resource request.

FIG. 6 shows a trust director authenticating a resource
request by processing the authentication object.

FIG. 7 shows a trust director reporting the result of the
resource request authentication to a manager.

FIG. 8 shows a trust director selecting an authenticated
network resource.

FIG. 9 shows a trust director reporting the result of the
authenticated network resource selection to a manager and
sending the resource request to the selected authenticated
network resource.

FIG. 10 is an flowchart of network resources providing
authentication to the trust director.

FIG. 11 is a flowchart of a network request being authen-
ticated and the sent to a previously authenticated network
resource.

FIG. 12 is an illustration which shows one particular
embodiment of the present invention.

FIG. 13 shows a plurality of network resources authenti-
cating themselves to the trust director.

FIG. 14 shows a network client sending a resource request
to a trust director.

FIG. 15 shows a trust director selecting one of the plurality
of authenticated network resources and sending the resource
request to the selected network resource.
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FIG. 16 shows a network client sending a resource request
that includes an authentication object to a trust director and
being authenticated by the trust director.

FIG. 17 shows a trust director selecting one of the plurality
of authenticated network resources and sending the authen-
ticated resource request to the selected network resource.

FIG. 18 is an illustration which shows an alternate embodi-
ment of the present invention.

FIG. 19 shows a plurality of network resources authenti-
cating themselves to the trust director.

FIG. 20 shows a network client sending a resource request
to a trust director.

FIG. 21 shows a trust director selecting one of the plurality
of authenticated network resources and sending the resource
request to the selected network resource.

FIG. 22 shows a network client sending a resource request
that includes an authentication object to a trust director and
being authenticated by the trust director.

FIG. 23 shows a trust director selecting one of the plurality
of authenticated network resources and sending the authen-
ticated resource request to the selected network resource.

FIG. 24 shows a network client sending a resource request
that does not include an authentication object to a trust direc-
tor and being discarded by the trust director.

FIG. 25 illustrates the general operation of a hash function.

FIG. 26 shows how the hash function, which is illustrated
in FIG. 1, maps a set of inputs to a set of outputs.

FIG. 27 is a graph that illustrates the birthday problem.

FIG. 28 is an illustration which shows an embodiment of
one aspect of the present invention.

FIG. 29 is an illustration which shows an alternative
embodiment of one aspect of the present invention.

FIG. 30 illustrates certificates that may be used to authen-
ticate a communication.

FIG. 31 shows certificates stored in a remote system.

FIG. 32 shows that certificates are too large to send to the
remote system in their original form.

FIG. 33 depicts a solution: converting the certificates,
which are original objects, to cryptographic hashes, or statis-
tical objects.

FIG. 34 shows how statistical objects and a time value from
a clock are sent to the remote system.

FIG. 35 illustrates the result of the conversion of three
original objects to three statistical objects.

FIG. 36 furnishes a view of Ben’s first communication with
the remote system.

FIG. 37 depicts the comparison process that occurs within
a statistical object matcher.

FIG. 38 illustrates the role of an accumulated statistical
object selector.

FIG. 39 illustrates the function of an accumulated statisti-
cal object selector.

FIG. 40 illustrates the task of an original object identifier.

FIG. 41 shows that Ben’s first communication has failed to
be authenticated.

FIG. 42 supplies a schematic view of Ben’s second attempt
to communicate with the remote system.

FIG. 43 depicts the second communication, and the result-
ing match that is produced in the statistical object matcher.

FIG. 44 illustrates the process of finding a match.

FIG. 45 shows how the accumulated statistical object
selector discards statistical objects that do not lead to an
authenticating match.

FIG. 46 furnishes a view of a probability calculator, which
computes the probability of a successful guess of accumu-
lated statistical object information.
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FIG. 47 reveals the function of a threshold comparator,
which compares the calculated probability to a probability
threshold value.

FIG. 48 exhibits the final result, the authentication of Ben’s
second communication.

A DETAILED DESCRIPTION OF PREFERRED &
ALTERNATIVE EMBODIMENTS

1. Overview of the Invention

One embodiment of the present invention enables an enter-
prise to move from an implicitly trusted resource pool to an
explicitly authenticated resource pool. An implicitly trusted
resource pool is a pool of resources available via network
accesses that is trusted when it is installed and configured, but
does not explicitly convey trust to resource management enti-
ties which are responsible for directing requests to resource
pools. An explicitly trusted resource pool is a pool of
resources that explicitly conveys trust information periodi-
cally and on an event driven basis. Trust information is gen-
erally conveyed whenever a new resource is added to the pool
and trust information is revoked when a resource is removed
from the pool or is unable to provide its advertised resources.
The dynamic, event driven conveyance of trust information is
particularly important in highly virtualized environments
where virtual resources are dynamically scaled up and down
in response to resource demand. As new resources become
available, network load balancers distribute authenticated
resource requests to the new resources. The trust in the
resources is based on the trust in the virtualization system and
the correct configuration of both the virtualization system
manager and the network load balancer. Without the present
invention, there is no direct authentication of the network
resources themselves.

Networks today do not use authentication as part of their
packetand session processing. They rely in an implicit trust of
the network and infrastructure. This lack of authentication
presents an opportunity for bad actors to install rogue devices
and applications within an implicitly trusted network. Once
installed, these rogue devices and applications can go unde-
tected because they are implicitly trusted as an authentic
device or application. With the present invention, each net-
work device, resource and application must periodically pro-
vide authentication credentials to the trust director, making
the authentication of network resources explicit thus provid-
ing explicit trust in those authenticated resources.

The present invention may also authenticate resource
requests before directing them to one of a number of
resources that have been authenticated. This provides a com-
plete end-to-end system where authenticated requests are
directed to trusted resources. The present invention is
designed to operate in heterogeneous hypervisor and virtual-
ization management environments. Datacenters using the
present invention are not limited to using a single hypervisor
vendor or hypervisor management system. For instance, a
deployable datacenter may be based on one hypervisor sys-
tem, while a larger fixed datacenter may be based on a differ-
ent hypervisor system. With the present invention, authenti-
cated requests can be directed to authenticated resource,
without regard to the underlying hypervisor system, increas-
ing both the trust and the flexibility of the network resources.

With the development of Transport Access Control (TAC)
and TAC’s ability to perform authentication on the first packet
of'a TCP session establishment request (TCP-SYN), authen-
tication can be accomplished without first requiring the estab-
lishment of a TCP session. This greatly strengthens the secu-
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rity of a network resources protected by TAC by providing
strong authentication of the requestor’s identity before estab-
lishing a TCP session. TAC uses statistical objects, which are
cryptographic hashes of keying material associated with an
identity and various clocking material to enable expiration
and uniqueness amongst statistical objects. Statistical objects
are used in place of other identity certificates because they
require fewer bits to communicate. This is important when
using communications channels with limited bandwidth. The
access policies to resources protected by TAC are based on
the identity conveyed by TAC. This is the first step in provid-
ing explicit trust. The network resources beyond TAC policy
enforcement point are still only implicitly trusted; there is no
mechanism to provide explicit trust and authentication of
those network resources. Furthermore, since network
resources are passive and accept resource requests that are
directed to them, there is no present mechanism to convey
trust or authentication information.

FIG. 1 shows a plurality of network resources providing
authentication to a trust director.

FIG. 2 shows a trust director processing authentication
objects received from network resources.

FIG. 3 shows the resulting authenticated network
resources.

FIG. 4 shows a resource request being sent from a network
client to a trust director.

FIG. 5 shows a trust director extracting an authentication
object from a resource request.

FIG. 6 shows a trust director authenticating a resource
request by processing the authentication object.

FIG. 7 shows a trust director reporting the result of the
resource request authentication to a manager.

FIG. 8 shows a trust director selecting an authenticated
network resource.

FIG. 9 shows a trust director reporting the result of the
authenticated network resource selection to a manager and
sending the resource request to the selected authenticated
network resource.

FIG. 10 is an flowchart of network resources providing
authentication to the trust director.

FIG. 11 is a flowchart of a network request being authen-
ticated and the sent to a previously authenticated network
resource.

The present invention comprises methods and apparatus
for transforming the state of a combination of hardware ele-
ments. In the Method Claims which follow this Specification,
the method steps change or transform the state of the hard-
ware elements to achieve a specified and beneficial result. In
the Apparatus Claims which follow, each hardware element
performs a particular task, and changes state to achieve a
specified and beneficial result.

II. Transport Access Control

Transport Access Control (TAC) is described in Pending
U.S. Ser. No. 11/242,637, entitled Method for First Packet
Authentication, which was filed on 30 Sep. 2005. The text and
drawings of U.S. Ser. No. 11/242.637 are hereby incorporated
by reference.

TAC provides a mechanism to camouflage a network con-
nected device from being detected on the network in much the
same way that piece of artwork hung on a wall can camou-
flage a safe or compartment behind it. Camouflage works by
allowing something to be hidden or by blending in with its
surroundings. If a camouflaged object moves, or the object it
is hiding behind moves, the camouflaged object may reveal
itself. If the artwork is moved, it reveals a camouflaged or
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concealed safe. Once the presence of the safe is revealed, the
combination of the safe may be worked to gain access to its
contents. A network connected device reveals itself on the
network by responding to requests. If it is desired to have the
network connected device conceal itself until a authorized
request is received, then a mechanism to authorize a received
request is required.

TAC enables a network connected device to authorize a
received TCP connection request without relying solely on a
initiator’s IP address. If the authorization is successful, then
the connection establishment process is continued. If the
authorization fails, the request is “black-holed,” even though
there is an application associated with the TCP port in the
connection request.

The authorization mechanism uses a combination of vari-
ous fields in the IP and TCP headers in the TCP connection
request. All of these fields have a primary function that is
defined in the IP and TCP specifications. The use of existing
fields to pass a authorization key is necessary because the
TCP protocol specification does not provide a mechanism to
pass user data on a TCP connection request. A mechanism to
pass user data on a connection request exists for the ISO TP4
protocol.

The goal of TAC is to enable an authorization mechanism
that functions using only the fields in the IP and TCP headers
that are normally present in the TCP connection establish-
ment request. This mechanism must not define any new or
additional fields and must preserve the functionality of the
fields already present. Specifically, the authorization mecha-
nism must encode itself within the fields that are already
present without affecting their function. This mechanism
must also not require the use of any optional fields that may
not be supported by all networking equipment.

Within the IP and TCP headers there are fields that have
strictly defined meanings that do not allow any additional
encoding because this would alter the functionality of the IP
and/or TCP protocols. Examples of such fields are the Source
Address, Destination Address, Checksum, Source Port and
Destination Port fields.

Within the TCP header, on a connection request (TCP-
SYN), the Sequence Number (SEQ) field specifies the start-
ing sequence number for which subsequent data octets are
numbered. Additional TCP specifications recommend that
this number be randomly generated. This field is 32 bits long.
Also within the TCP header is the Acknowledgment Number
(ACK) field. This field is not used on a TCP-SYN. This field
is 32 bits long and is adjacent to the SEQ field. This gives us
64 bits of data to use as a authorizing key. A smallerkey ofless
than 64 bits may be used if desired. It is also be possible to
increase the size of the authorization key over 64 bits by using
the TCP window field, the TCP urgent pointer field or other
TCP fields that do not effect the connection setup procedure.

The initiator generates an authorization key. The initiator
then sends a TCP connection request, inserting an authoriza-
tion key in the SEQ and ACK fields, to the desired network
connected device. The receiving device, upon receiving the
connection request, extracts the authorization key. The
receiving device then processes the authorization key to
determine if the TCP connection request is authorized. Dur-
ing the act of processing the authorization key, the receiving
device may also use the initiator’s IP address, the time of day
or date that the request was received, the physical port the
request was received on, or any other information, implicitly
orexplicitly carried with the TCP connection request to deter-
mine the validity of the connection request. If the connection
request, the extracted authorization key and all connection
establishment granting criteria are met, then the receiving
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network device authorizes the request and continues the con-
nection establishment transaction by sending a TCP-SYN/
ACK in accordance to the TCP protocol specification. If the
connection request, the extracted authorization key and all
additional connection establishment authorization criteria are
not met, then the receiving network device discards the
request and nothing is sent to the connection initiator.

TAC provides methods for concealing the existence of a
device connected to a computer network or concealing the
existence of certain applications running on a device con-
nected to a computer network. This concealment works by
authorizing a TCP connection request using an authorization
key embedded within the TCP connection request.

In one preferred embodiment of the invention, the autho-
rization is performed by the receiving host server.

In another preferred embodiment, the authorization is per-
formed by an intervening network device. This device may be
a network firewall, a virtual private network (VPN) device, a
router, a switch, a cache, a TCP proxy, a virus scanner, an
intrusion detection system, an intrusion prevention system or
any other device logically or physically placed between the
client and the server.

In a preferred embodiment, the authorization key is
inserted by the network device requesting the TCP connec-
tion.

In another preferred embodiment, the authorization key is
inserted by an intervening network device. This device may
be a network firewall, a virtual private network (VPN) device,
a router, a switch, a cache, a TCP proxy, a virus scanner, an
intrusion detection system, an intrusion prevention system or
any other device logically or physically placed between the
client and the server.

III. Overview of Statistical Object Identification

Statistical Object Identification (SOI) is described and
claimed in Pending U.S. Ser. No. 13/373,586, filed on 18 Aug.
2011. The text and drawings of U.S. Ser. No. 13/373,586 are
hereby incorporated by reference as of the date they are
published.

A statistical object, the deterministic statistical representa-
tion of an original object, may be generally considered to be
the output of a hash or similar function coupled with addi-
tional inputs of clocks, counters and other varying determin-
istic inputs. Unambiguously identifying a statistical object to
a unique original object is essentially an exercise in mitigat-
ing the effects of the birthday problem. The birthday problem
is the probability that output of the hash of different original
objects and their deterministic inputs produce identical sta-
tistical objects. The generation of a single statistical object by
two or more original objects causes a collision. Given a uni-
form distribution, the probability of a collision increases with
the number of statistical objects in use. Statistical objects are
designed to be used as components of security devices. As a
component to security devices, in additional to uniquely iden-
tifying a statistical object back to the original object, the
overall probability of guessing any valid statistical object
must also be considered. The amount of space available to
carry a statistical object will vary with the communications
mechanism, but the size of an individual statistical object is
expected to remain small, generally less than the number of
bits required to uniquely identify an original object when
large numbers of objects are in use. This requires the aggre-
gation of two or more related statistical objects into a larger
aggregate statistical object. Aggregating multiple related sta-
tistical objects into a single aggregate statistical object
requires that all possible original object resolution matches
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are tracked and maintained. Multiple statistical objects from
the same original object can be associated together by using
information associated with the communication and recep-
tion of the statistical objects. This information, called com-
munications characteristics, can include networking informa-
tion, such as the source address or network session
information including source and destination addresses and
source and destination port numbers. Communications char-
acteristics can also include physical information such as the
physical port upon which the statistical object was received or
the logical channel upon which the statistical object was
received.

To unambiguously identify the original object from which
a statistical object or a stream of statistical objects was gen-
erated, the device performing the identity must maintain a
table of all valid statistical objects. This table may contain
collisions where multiple original objects generate the same
statistical object. When a statistical object is received, it is
first looked up in the table of all statistical objects to deter-
mine if the received statistical object is valid. If the received
statistical object is not found in the table, then no further
processing occurs with respect to identifying the original
object on that reception. When a statistical object is received
and is matched in the table of all valid statistical objects, the
communications characteristics associated with the reception
of the statistical object and the list of all potential original
objects are recorded. If the list of potential original objects
has exactly a single entry, then the original object is identified
and the process moves on to calculating the statistical prob-
ability.

When a statistical object is received and is not unambigu-
ously identified, the partially identified statistical object and
the list of potential original objects are recorded along with
the communications characteristics associated with the
reception of the statistical object. When a another statistical
object with related communications characteristics is
received, the list of potential original objects is pruned of
original objects that cannot generate the complete set of
received statistical objects found in the aggregate statistical
object. Once the original object is unambiguously identified,
the process moves on to calculating the statistical probability
of guessing the information in the aggregate statistical object.
If'the original object is not unambiguously identified, nothing
further is done at this time and the system awaits the reception
of another statistical object with related communications
characteristics to increase the number of bits of information
received and again aggregates this information into the aggre-
gate statistical object and the process repeats itself.

Calculating the probability of guessing the information in
the aggregate statistical object requires the number of bits of
statistical objects that have been received and aggregated and
the number of statistical objects maintained in the table of all
valid statistical objects. The specific probability p of a colli-
sion is

Al

p(n;d):—dn(d_n)!

where n is the number of statistical objects in the table of valid
statistical objects and d is the total number of unique statisti-
cal objects available. For general use, the approximation p(u;
dy=1-¢7""@*D js used. The total number of unique statistical
objects available d is d=2° where b is the number of bits of
statistical object information received.
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Once the probability has been calculated, it is compared
against the probability threshold. If the calculated probability
is less than the probability threshold, then the statistical object
has been identified with a confidence that the aggregate infor-
mation received does not exceed the probability threshold set
beforehand. If the probability-exceed the threshold, nothing
further is done and the system awaits the reception of another
statistical object with related communications characteristics
to increase the number of bits of information received and
aggregates into the aggregate statistical object and the
progress repeats itself.

A further optimization can be made by associating com-
munications characteristics across multiple identifications of
statistical objects. When a statistical object is identified and
does not exceed the probability threshold, thereby confirming
that it was generated from the original object, the communi-
cations characteristics are temporarily associated with that
original object. When a subsequent statistical object with
similar or identical communications characteristics is
received, the received statistical object is checked against the
associated original object. If the associated original object
could produce the received statistical object, the statistical
object is identified as being produced by the associated origi-
nal object. When multiple original objects are associated with
the same set of communications characteristics, the identifi-
cation of the statistical object proceeds by aggregating the
statistical object information and pruning the list of potential
original objects until only a single original object remains.
The statistical object is still aggregated in an aggregated sta-
tistical object to enable the aggregation of information for the
probability calculation. The probability calculation is made
using the number of bits of information received in the aggre-
gate statistical object and the number of statistical objects that
are associated with the communications characteristics that
are associated with the original object. This results in a lesser
amount of statistical object information being required to not
exceed the probability threshold, because the communica-
tions criteria is being used as an additional descriminator.
Multiple sets of communications characteristics can be asso-
ciated original object and multiple original objects can be
associated with a single set of communications characteris-
tics. When a statistical object is identified as being produced
by an original object, a timestamp or other mechanism for
indicating recent activity is updated in the communications
characteristics associated with the original object. The lack of
communications characteristics associated with original
objects after a period of time should have their association
removed after such periods of inactivity exceed a threshold.
Subsequent statistical object reception with those removed
communications characteristics will proceed as unassociated
communications until those communications are again asso-
ciated with an original object.

To insure the security of the statistical objects being pro-
duced cannot be readily captured, copied and replayed as
original, the algorithms used to generate the statistical objects
uses additional information in addition to the original object
as inputs. This additional information may include clocks,
counters and other deterministic inputs. During the identifi-
cation of a statistical object back to an original object, this
additional information is also identified and used to further
validate the identity of the original object.

The probability threshold has several unique uses. Firstly,
the use of a probability threshold enables the system for
statistical object identity to be used with varying numbers of
statistical objects contained within the table of all valid sta-
tistical objects without having the probability of guessing a
statistical object increase as statistical objects are added to the
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valid statistical object table. The system employed here sim-
ply requires additional statistical objects, thus increasing the
amount of information available to maintain the desired prob-
ability. The second unique attribute of using the probability
threshold is that the probability threshold can be changed by
the entity performing statistical object identification without
communication, knowledge or coordination of the change by
the entity generating the statistical object. This is especially
important in the context of cyber security where knowledge
of a threat or attack may raise the level of security desired.
This can be used by the entity receiving and performing
statistical object identification to decrease the threshold,
requiring more statistical information before the original
object identity is confirmed. The ability to perform this func-
tion without requiring any communication or notification to
the entity producing the statistical object is especially useful
and novel.

Additional information can also be conveyed using statis-
tical objects. When additional inputs are used in the genera-
tion of the statistical object, this information can be extracted
during the statistical object identification process. Examples
of such additional information includes, but is not limited to,
information regarding the state of some system or process, an
index into a table of information or other types of data.

One embodiment of SOI provides a method for authenti-
cating a communication. Communications received by the
remote system must be authenticated before they are allowed.
In this Specification, and in the Claims that follow, the terms
authenticate and authentication are intended to mean that the
identity of a communicator or an initiator of a communication
has been verified, and that a particular communication is
permitted, allowed or otherwise approved to proceed into the
remote system.

One limitation of current information networks is that it is
difficult to verify or approve a communication before the
communication has been allowed to penetrate a network. One
reason for this difficulty is that the means of verification,
which is called a “certificate,” is too large to send to the
network in the initial set of digital information which initiates
the communication, and which ultimately leads to an authen-
tication.

One embodiment of SOI solves this problem by reducing
the information in the certificate which is used to authenticate
the communication before it is allowed to proceed by con-
verting the certificate to a much smaller “statistical object.”
The method allows the network to determine the identity of
the initiator of the communication before the communication
is given access to the network. This method provides a secu-
rity feature that substantially eliminates potentially detrimen-
tal malicious attacks that could be perpetrated on the network
using conventional technology.

IV. Definition of Terms

Authentication—Verifying the identity of a user, process,
or device, often as a prerequisite to allowing access to
resources in an information system.

Authenticating Device—A device that verifies the identity
of'a user, process or device.

Authentication Information—Information provided for
the purpose of verifying the identity of a user, process or
device.

Authentication Object—An object provided for the pur-
pose of providing authentication of the entity making a
resource request or providing a network resource.
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Computing Object—Any object, code, script, instruction,
parameter, URL, SQL command, or transaction that can
cause a change in state of the entity performing the compu-
tation.

Connection—A logical pairing of two devices that enable
them to communicate. A connection utilizes a series of pack-
ets to accomplish this. A TCP connection is an example of a
connection.

Connection Request—A request by one device to another
device to create a connection.

Cryptographic Hash—A hash function that takes a string
of'any length as input and produce a fixed-length hash value.
A cryptographic hash function differs from a non-crypto-
graphic hash function in that a cryptographic hash function is
able to withstand cryptoanalytic attacks.

Cryptographic Token—The output of a cryptographic hash
which uses a clock as one of the inputs to the hash function.

Device—A device is any object that is capable of being
attached or wirelessly connected to and communicating on a
network. Examples of devices include computers, servers,
clients, laptops, PDAs, cell phones, smart phones, network
appliances, storage systems, virtual appliances, switches,
routers, load balancers, caches, intrusion detection systems,
VPN, authentication devices, intrusion prevention systems,
and firewalls.

Digital Identity—A digital representation of a set of char-
acteristics by which a user, process or device is uniquely
recognized.

Hash or Hashing function—Any procedure or mathemati-
cal method that converts are large amount of data into a
smaller amount of data. In one embodiment of the invention,
the output may be a single integer or value which serves as an
index to an array or database.

Honey Pot—A trap set to detect, deflect, or in some manner
counteract attempts at unauthorized use of information sys-
tems.

Hypervisor—A hardware virtualization techniques that
allows multiple operating systems, termed guests, to run con-
currently on a host computer. It is so named because it is
conceptually one level higher than a supervisory program.

IP—IP is the Internet Protocol. The Internet Protocol is a
data oriented protocol used by devices to communicate across
apacket switched network. IP information is carried by an IP
header in an IP packet. The IP header contains device address
information, protocol control information and user data infor-
mation.

Management Entity—A network device that can provide
one or more of the following services: monitoring, configu-
ration, reporting, log and record aggregation services,
responding to indications and events.

Network—A network is a collection of computers, servers,
clients, routers and devices that are connected together such
that they can communicate with each other. The Internet is an
example of a network.

Network Client—A network device that actively sends a
request to another entity with the expectation that the request
will be fulfilled.

Network Load Balancer—A network device that directs
network traffic to different network resources to provide sys-
tem scalability and redundancy.

Network Request—A request for service provided by a
network resource. At the TCP layer, a network request is a
request to establish a TCP session, commonly known as a
TCP SYN.

Network Resource—A network device that provides data
or services in response to a received resource request.
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Original Object—The inputs to the function that generates
a statistical object. The original object can include additional
inputs such as clocks, counters, nonces and other determin-
istic information.

Protocol—In the field of telecommunications, a protocol is
the set of standard rules for data representation, signaling,
authentication, error detection and other features required to
send information over a communications channel. Not all
protocols provide all of these features. Protocols with differ-
ent features may be layered on top of one another to provide
a more robust feature set. Examples of protocols are the IP
protocol and the TCP protocol. These protocols are often used
together and referred to as the TCP/IP protocol.

Protocol Entity—A device, function, process or procedure
that implements a communications protocol.

Quarantine Resource—A network resource designed to
contain an unauthenticated, unidentified or unauthorized
computing object. The quarantined computing object can be
a network resource request, a protocol transaction, transmit-
ted code or any other computing object.

Remediation Server—A network resource that provides
system updates or other computing health components. A
request may be send to a remediation server to update the
requesting client before the requesting client is allows access
to other network resources.

Resource—In computing, a resource is data or services
provided by a computing entity. Resources may be primitives
such as memory, storage or raw network access, or resources
may be more abstract objects such as a remote file, a webpage
or the use of a display, printer or other input/output device.

Resource Request—A resource request is a description of
storing, retrieving, sending, receiving, processing or manipu-
lation of a computing resource.

Statistical Object—The output of a function that has a
statistical distribution. Commonly, a statistical object is the
output of a hashing function.

TAC—Transport Access Control. A method of embedding
identity into a TCP header that allows the authentication of a
TCP session request before providing a response to the
requesting entity.

TCP—TCP is the Transmission Control Protocol. Using
TCP, networked devices can create connections to one
another, over which they can send data. The TCP protocol
guarantees that data sent by one endpoint will be received in
the same order by the other, and without any pieces missing.
The TCP protocol also distinguishes data for different appli-
cations (such as a Web server and an email server) on the same
device.

Trust Director—A network device that selects and directs
resource requests to one or more authenticated network
resources.

Trust Policy—A policy that determines the disposition of
the handling of a resource request based on the trust of the
sender of the resource request. For example, authenticated
and thus trusted resource requests are passed to a trusted
network resource, while unauthenticated and thus untrusted
resource requests are discarded.

Virtual Appliance—A virtual machine image designed to
run on a virtualization platform. Virtual appliances are a
subset of the broader class of software appliances.

Virtualized Network Environment—The networking
infrastructure residing inside of a virtualization platform.

Virtualization Platform—The hypervisor, management
system, storage and network infrastructure that provide hard-
ware virtualization services. Common virtualization plat-
forms include VMware, Xen, and Microsoft Virtual PC.
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Virtualization System Manager—A management system
that sets policy for a hypervisor. Also called a Hypervisor
System Manager.

V. Preferred and Alternative Embodiments

FIG. 12 is an illustration which shows one particular
embodiment of TAC, which includes a plurality of network
resources 10 connected via a network 30 to a trust director 16.
The plurality of network resources 10 comprises the specific
instances of a network resource 10; network resource R1,
network resource R2, and network resource R3. The trust
director 16 is connected via a network 30 to a network client
18 and to a management entity 24. The specific instance of a
network client 18 is network client C1.

FIG. 13 shows a plurality of network resources authenti-
cating themselves to the trust director.

FIG. 14 shows a network client sending a resource request
to a trust director.

FIG. 15 shows a trust director selecting one of the plurality
of authenticated network resources and sending the resource
request to the selected network resource.

FIG. 16 shows a network client sending a resource request
that includes an authentication object to a trust director and
being authenticated by the trust director.

FIG. 17 shows a trust director selecting one of the plurality
of authenticated network resources and sending the authen-
ticated resource request to the selected network resource.

FIG. 18 is an illustration which shows an alternate embodi-
ment of TAC, which includes a plurality of network resources
10 connected via a network 30 to a trust director 16. A second
plurality of network resources 10U is also connected via a
network 30 to a trust director 16. The plurality of network
resources 10 comprises the specific instances of a network
resource 10; network resource R1, network resource R2, and
network resource R3. The second plurality of network
resources 10U comprises the specific instances of a network
resource 10; network resource R4, network resource R5, and
network resource R6. The trust director 16 is connected via a
network 30 to a plurality of network clients 18 and to a
management entity 24. The specific instances of network
clients 18 are network client C1 and network client C2.

FIG. 19 shows a plurality of network resources authenti-
cating themselves to the trust director.

FIG. 20 shows a network client sending a resource request
to a trust director.

FIG. 21 shows a trust director selecting one of the plurality
of authenticated network resources and sending the resource
request to the selected network resource.

FIG. 22 shows a network client sending a resource request
that includes an authentication object to a trust director and
being authenticated by the trust director.

FIG. 23 shows a trust director selecting one of the plurality
of authenticated network resources and sending the authen-
ticated resource request to the selected network resource.

FIG. 24 shows a network client sending a resource request
that does not include an authentication object to a trust direc-
tor and being discarded by the trust director.

V1. Methods of Operation

The present invention provides a trust director 16 that
receives authentication objects 14 from a plurality of network
resources 10. The trust director 16 authenticates the authen-
tication objects 14, and, in successfully authenticating the
conveyed authentication objects 14, a network resource 10
becomes an authenticated network resource 10A. The authen-
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ticated network resource 10A is added to a group, if one
exists, of authenticated network resource 10A resulting in a
plurality of authenticated network resources 10A. In accom-
plishing this, we now have explicitly trusted network
resources. An authentication object 14 conveyed by a network
resource 10 may be conveyed in a single communication or
the authentication object 14 may be conveyed in one or more
transactions between the trust director 16 and the network
resource. One embodiment uses x.509 certificates as authen-
tication objects 14. An x.509 certificate is a form of a public
key certificate (also known as a digital certificate or identity
certificate) which is an electronic document which uses a
digital signature to bind a public key with an identity. In the
present invention, an x.509 certificate is used to convey iden-
tity information to the trust director 16. These x.509 certifi-
cates are conveyed between the trust director 16 and the
network resource 10 using a secure protocol such as Transport
Layer Security (TLS) or Datagram Transport Layer Security
(DTLS). Other trusted conveyances may also be used. Other
forms of digital identity can be used in place of the x.509
certificates, including cryptographic tokens or cryptographic
hashes of a shared secret and challenge-response sequences.
Each network resource 10 should use a unique identity 12. If
an authentication object 14 is not conveyed to the trust direc-
tor 16 or if the conveyed authentication object 14 is not
authenticated, the trust director 16 does not add the new
unauthenticated resources to the plurality of authenticated
resources 10A. When an authentication object 14 from a
network resource 10 is received by atrust director 16, the trust
director 16 may convey the authentication object 14 to a
management entity 24 to perform authentication of the
authentication object 14. The trust director 16 may also con-
vey the success or failure of the authentication of the authen-
tication object 14 to the management entity 24. The authen-
tication performed by the trust director 16 for a given network
resource 10 should expire after a period of time, after which
the network resource must again convey an authentication
object 14 to perform authentication. Upon expiration, the
trust director 16 should indicate the expiration to the network
resource 10. A network resource 10 should be able to peremp-
torily convey an authentication object 14 as needed to the trust
director 16 to prevent the authentication of an authenticated
network resource 10A from expiring.

Once a trust director 16 has authenticated one or more of
the plurality of network resources 10 creating one of more
authenticated network resources 10A, the trust director 16 is
ready to receive resource requests 20 and direct them to a
selected authenticated network resource 10SA. A network
client 18 conveys a resource request 20 to the trust director 16.
The resource request 20 may take many forms, but in a pre-
ferred embodiment, the resource request will be a TCP/IP
packet containing a TCP-SYN request. A TCP-SYN request
is a request to establish a TCP session with the resource
indicated by the destination IP address and destination TCP
port number. In an alternate embodiment, the resource
request 20 will be a UDP/IP packet. A UDP/IP packet is a
request to deliver the UDP/IP packet to the resource indicated
by the destination IP address and the destination UDP port
number. When a network client 18 conveys a resource request
20, the trust director 16 extracts an authentication object 14
from the resource request 20 and authenticates it. Alterna-
tively, the trust director 16 may convey the authentication
object 14 to a management entity 24 to perform authentica-
tion of the authentication object 14. In one embodiment,
when the resource request 20 is in the form of a TCP-SYN
packet, the trust director 16 may use TAC to authenticate the
authentication object 14 contained within the resource
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request 20. When TAC is used to provide authentication, the
authentication object 14 is a statistical object 26.

Each network client 18 should use an identity unique to that
client, described here as a unique client identity 12C. Upon
successful authentication, the trust director 16 selects one of
the plurality of authenticated network resources 10A that also
matches the conveyed resource request 20. A trust director 16
may skip performing authentication of the conveyed resource
request 20 and simply select one of the plurality of authenti-
cated network resources 10A that also matches the conveyed
resource request 20.

In one embodiment, the matching of conveyed resource
requests 20 with a plurality of authenticated network resource
10A occurs in two steps. In the first step, the trust director 16
compares destination TCP port number from the conveyed
resource request 20 with the advertised TCP port number of
the plurality of authenticated network resources 10A. In the
second step, the trust director 16 selects one of the plurality of
authenticated network resources 10A that matches the previ-
ous comparison. A second selection is made by comparing the
number of presently established TCP sessions on each of the
plurality of authenticated network resources 10A and select-
ing the authenticated network resource 10A with the fewest
number of established TCP/IP sessions. The rationale for this
selection methodology is that the number of established TCP/
IP sessions is a good indicator of the present workload of a
network resource 10 and direct resource requests 20 to the
authenticated network resource 10A with the lowest work-
load. For network resources 10 that provide resources that do
not use TCP/IP, a trust director 16 can maintain workload
distribution information and again distribute the resource
request 20 to the authenticated network resource 10A with the
lowest workload. Other mechanisms that provide a similar
result can also be used.

In an alternate embodiment, in the second step, the trust
director selects one of the plurality of authenticated network
resources 10A that matches the previous comparison. A sec-
ond selection is made by comparing the number of pending
resource requests directed to each of the plurality of authen-
ticated network resources 10A and selecting the authenti-
cated network resource 10A with the fewest number of pend-
ing resource requests. The number of TCP/IP connections
with a given authenticated network resource 10A can be used
as a count of pending resource requests. The rational for this
selection methodology is that the number of pending resource
requests is a good indicator of the present workload of a
network resource 10 and direct resource requests 20 to the
authenticated network resource 10A with the lowest work-
load. Other mechanisms that provide a similar result can also
be used.

In a second embodiment, the trust director 16 selects one of
the plurality of authentication network resources 10A by
generating a hash of the source address and selecting the
authenticated network resource 10A associated with the
hashed value. The rational for this selection methodology is
that the all resource requests from the same address and thus
the same network client will be directed to the same resource
request. This is a requirement for some system architectures
and applications. Other mechanisms that provide a similar
result can also be used.

If the conveyed resource request fails to be authenticated,
the trust director 16 processes the resource request 20 in
accordance with a trust policy 22. A trust policy 22 describes
the policies for handling resource requests 20 that meet cer-
tain criteria. Examples of trust policy include discarding a
resource request, forwarding a resource request, redirecting a
resource request to a alternate network resource, or distribut-
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ing multiple resource requests across a number of network
resources each of which are able to provide the requested
resource. Trust policy can be used for both authenticated and
unauthenticated resource requests. Conceptually, trust policy
is the mapping of a condition associated with the authentica-
tion (trust) of a resource request with an action to be taken on
that resource request. In a preferred embodiment, when a
resource request 20 fails authentication, the resource request
is discarded. In an alternate embodiment, when a resource
request 20 fails authentication, the resource request is
directed to a specially designated network resource. This can
be a quarantine resource, a honey pot or a remediation server.
The specially designated resource may be explicitly authen-
ticated as described here or may be an untrusted or implicitly
trusted network resource. For each of these trust policies 22,
an indication of the resource request 20, the trust policy 22
and any designated network resource can be indicated to a
management entity 24. This indication can take many forms.
For example, it may be a message sent across a communica-
tions network or it may be a signal within an interproces
communications system.

Once an authenticated network resource 10A has been
selected, it is considered to be a selected authenticated net-
work resource 10SA. The trust director 16 takes the conveyed
resource request 20 and edits the destination IP address and/
or the destination TCP port number as necessary to match that
of the selected authenticated network resource 10SA. Any
additional edits to the resource request 20 including updating
the TCP or UDP and IP checksums are also performed. Then
the edited resource request 20 is conveyed to the selected
authenticated network resource 10SA. The trust director 16
may convey the resource request 20 and the selected authen-
ticated network resource 10SA to a management entity 24.
This enables accounting, logging and other administrative
functions to be performed by the management entity 24.

To insure that a trust director 16 only conveys resource
requests 20 to authenticated network resources 10A that are
able to provide the resources advertised, the trust director 16
should perform a periodic health check of each of the plurality
of the authenticated network resources. A health check is a
resource request 20 generated by the trust director 16 or a
management entity 24 for the purpose of determining of a
given authenticated network resource 10A is presently
capable of providing the requested resource. If the generated
resource request 20 is properly responded to by the authenti-
cated network resource 10A, operation of the trust director 16
continues normally. If the generated resource request 20 is not
properly responded to by the authenticated network resource
10A, then the authentication of the authenticated network
resource 10A is revoked, reducing the previously authenti-
cated network resource 10A to an (unauthenticated) network
resource 10. An indication by the trust director 16 should be
made to the network resource 10 to indicate that the authen-
tication has been revoked and that an authentication object 14
must again be conveyed to re-establish authentication. The
trust director 16 may also convey the change in authentication
to a management entity 24.

VII. Apparatus for Directing Requests to Trusted
Resources

A trust director 16 can be implemented as a standalone
network appliance, as a blade in a network equipment chassis,
as ablade in aunified threat manager environment, as a virtual
appliance within a virtualized network environment, as a
component of a virtualization hypervisor and as a cloud com-
puting service. A trust director 16 can be implemented using



US 9,118,644 B2

17

CPUs, memory, storage and network interfaces. It may also
be implemented using custom semiconductors, ASICs,
FPGAs, network processors, massively parallel processors,
and any combination of hardware and software.

VIII. Examples of Statistical Objection Identification

FIG. 25 illustrates the general operation of a hash function.

FIG. 26 shows how the hash function, which is illustrated
in FIG. 1, maps a set of inputs to a set of outputs.

FIG. 27 is a graph that illustrates the birthday problem.

FIG. 28 is an illustration which shows an embodiment of
one aspect of the present invention.

FIG. 29 is an illustration which shows an alternative
embodiment of one aspect of the present invention.

FIG. 30 illustrates certificates that may be used to authen-
ticate a communication.

FIG. 31 shows certificates stored in a remote system.

FIG. 32 shows that certificates are too large to send to the
remote system in their original form.

FIG. 33 depicts a solution: converting the certificates,
which are original objects, to cryptographic hashes, or statis-
tical objects.

FIG. 34 shows how statistical objects and a time value from
a clock are sent to the remote system.

FIG. 35 illustrates the result of the conversion of three
original objects to three statistical objects.

FIG. 36 furnishes a view of Ben’s first communication with
the remote system.

FIG. 37 depicts the comparison process that occurs within
a statistical object matcher.

FIG. 38 illustrates the role of an accumulated statistical
object selector.

FIG. 39 illustrates the function of an accumulated statisti-
cal object selector.

FIG. 40 illustrates the task of an original object identifier.

FIG. 41 shows that Ben’s first communication has failed to
be authenticated.

FIG. 42 supplies a schematic view of Ben’s second attempt
to communicate with the remote system.

FIG. 43 depicts the second communication, and the result-
ing match that is produced in the statistical object matcher.

FIG. 44 illustrates the process of finding a match.

FIG. 45 shows how the accumulated statistical object
selector discards statistical objects that do not lead to an
authenticating match.

FIG. 46 furnishes a view of a probability calculator, which
computes the probability of a successful guess of accumu-
lated statistical object information.

FIG. 47 reveals the function of a threshold comparator,
which compares the calculated probability to a probability
threshold value.

FIG. 48 exhibits the final result, the authentication of Ben’s
second communication.

One specific, simplified example of the present invention is
disclosed in this Section of the Specification. The following
example offers a description of:

1. an original object 112S;

2. how that original object 1128 is transformed into a

statistical object 114S; and

3. how that statistical object 1145 is identified as having

been generated by the original object 112S.

The numbering convention that is used in this Specifica-
tion, the Drawings, and the Claims to identify original and
statistical objects is presented in Table One:

10

15

20

25

30

35

40

45

50

55

60

65

18
TABLE ONE

110 Device (In this example, the Remote System)

112M Matched Original Object

112P Plurality of Original Objects

1128 Original Object

112SEL Selected Original Object

114A Accumulated Statistical Object

114AP Plurality of Accumulated Statistical Objects
114F First Statistical Object

114N New Statistical Object

1148 Statistical Object

The letter “S” is used to signify a single object, while the
letter “P” is used to signify a plurality. The reference character
that refers to an original object always includes the numeral
“112”, while the numeral “114” is always used to refer to a
statistical object.

For these examples, we will consider that an original object
112S is an X.509 certificate. An X.509 certificate is used to
provide identity, and is digitally signed to prove its authen-
ticity. For this example, the X.509 certificates are 1 KB in size
(1024 bytes, 8192 bits). We need to communicate that we are
using a specific X.509 certificate to a remote system that has
a copy of each X.509 certificate that is expected to be used.
Unfortunately, the system was designed before there was a
requirement to communicate the X.509 certificates, and there
is only enough space to communicate 32 bits worth of infor-
mation, certainly not enough to send an entire X.509 certifi-
cate which is 256 times larger. But still needing to commu-
nicate the X.509 certificate, a cryptographic hash, 32 bits in
length, is generated for each X.509 certificate and a common
clock. The cryptographic hash is a statistical object 114S
generated from an original object 112S. Now let us assume
that we have 100 of these X.509 certificates, that is 100
original objects 112S. And let us assume that for each original
object 112S, we generate a cryptographic hash of each X.509
certificate and a common clock to produce 100 statistical
objects 114S each 32 bits in length. For descriptive purposes,
three of these X.509 certificates and their corresponding sta-
tistical objects will be described. X.509 certificate #1 identi-
fies Sally, and generates a statistical object 114S of value
22443. X.509 certificate #2 identifies Ben, and generates a
statistical object 114S of value 32415. X.509 certificate #3
identifies Greg, and also generates a statistical object 114S of
value 32415. The device 110 has generated the plurality of
statistical objects 114P corresponding to the plurality of
original objects 112P.

Now Ben needs to send a communication containing Ben’s
statistical object to device 110. Device 110 receives Ben’s
communication using a communications receiver 116.
Although we, the narrator, knows that it was Ben that sent the
communication to device 110, device 110 does not know this.
Ben’s communication includes Ben’s statistical object (first
statistical object 114F) and communications characteristics
122. In this case, the communications occurred over a TCP/IP
network and the IP source and destination addresses and the
TCP source and destination port numbers are used as com-
munications characteristics 122. The source IP address is
1.1.1.2 and the destination IP address is 1.1.1.3. The source
TCP port number is 2000 and the destination TCP port num-
ber is 3000. The communications receiver 116 sends the
received communications characteristics 122 and Ben’s sta-
tistical object 114F to the statistical object matcher 118. The
statistical object matcher 118 compares Ben’s statistical
object 114F with the plurality of statistical objects 114P, and
determines that there it matches two statistical objects, Ben’s
and Greg’s. The statistical object matcher 118 sends Ben’s
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statistical object 114F, the two matched statistical objects
114M (Ben’s and Greg’s) and the communications charac-
teristics 122 to the accumulated statistical object selector 120.
The accumulated statistical object selector 120 compares
Ben’s communications characteristics 122 with the plurality
of accumulated statistical objects 114AP and finds no
matches. Because no matches were found, the accumulated
statistical object selector 120 creates a new accumulated sta-
tistical object 114A including Ben’s statistical object 114F,
the two matched statistical objects 114M and the communi-
cations characteristics 122. The new accumulated statistical
object 114A is added to the plurality of accumulated statisti-
cal objects 114AP. The accumulated statistical object infor-
mation is set to 32 bits to reflect the information contained in
statistical object 114F. The accumulated statistical object
114AP is passed to the original object identifier 126. The
original object identifier 126 determines that the accumulated
statistical object 114AP does not unambiguously identify a
single original object 112S. This concludes the operation of
the device 110 for the reception of Ben’s statistical object.
The device 110 does not respond to Ben’s communication
because it cannot unambiguously determine who sent the
communication.

Now Ben, who sent the original communication did not
receive a response, so he sends another communication. Since
time has passed since the first communication attempt, the
clock value used to generate the statistical objects has
changed. The new statistical objects and their corresponding
X.509 certificates are: X.509 certificate #1 identifies Sally
and generates a statistical object 114S of value 84256. X.509
certificate #2 identifies Ben and also generates a statistical
object 1148 of value 84256. X.509 certificate #3 identifies
Greg and generates a statistical object 114S of value 10845.
Due to time passing, device 110 regenerates the plurality of
statistical objects 114P corresponding to the plurality of
original objects 112P which match Sally, Ben and Greg.

Now Ben sends a second communication containing Ben’s
current statistical object to device 110. Device 110 receives
Ben’s communication using a communications receiver 116.
Ben’s communication includes Ben’s statistical object 114F
and communications characteristics 122. Again, the commu-
nications characteristic 122 is source IP address of 1.1.1.2,
destination IP address of 1.1.1.3, source TCP port number of
2000 and destination TCP port number of 3000. The commu-
nications receiver 116 sends the received communications
characteristics 122 and Ben’s statistical object 114F to the
statistical object matcher 118. The statistical object matcher
118 compares Ben’s statistical object 114F with the plurality
of statistical objects 114P and determines that there it
matches two statistical objects, Ben’s and Sally’s. The statis-
tical object matcher 118 sends Ben’s statistical object 114F,
the two matched statistical objects 114M (Ben’s and Sally’s)
and the communications characteristics 122 to the accumu-
lated statistical object selector 120. The accumulated statis-
tical object selector 120 compares Ben’s communications
characteristics 122 with the plurality of accumulated statisti-
cal objects 114AP, and finds a match with Ben’s previous
communication. The matched accumulated statistical object
114A includes the previous matched statistical object 114M
containing Ben and Greg and is compared against the two
matched statistical objects 114M matching Ben’s statistical
object 114F containing Ben and Sally. The intersection of
both matched statistical sets is Ben. Greg and Sally are
removed from the accumulated statistical object 114A. The
accumulated statistical object information increases from 32
bits to 64 bits with the addition of statistical object 114F. The
accumulated statistical object 114A is passed to the original
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object identifier 126. The original object identifier 126 takes
the given accumulated statistical object 114A and determines
if the accumulated statistical information within the accumu-
lated statistical object could only be generated by a single,
unique original object 112S. Original object 112S is Ben’s
X.509 certificate. Original object 1128 is now indicated as
selected original object 112SEL, and is passed to the prob-
ability calculator 130. The probability calculator 130 takes
the given accumulated statistical object 114A, and, based on
the number of bits of statistical object information that has
been accumulated in the accumulated statistical object 114A
and the number of statistical objects in the plurality of statis-
tical objects 114P, calculates the probability of guessing the
accumulated statistical object information.

In this example, we have 100 statistical objects and have
received 64 bits of statistical object information (32 bitsx2).
The probability of guessing is calculated by using the for-
mula:

pluidyel—e 1D

where n is the number of statistical objects in the table of valid
statistical objects;

d is the total number of unique statistical objects available;
and

dis d=2° where b is the number of bits of statistical object
information received.

Therefore:

d=2% n=100 resulting inp(100,264)=1—e’1002/(2’<264),
p(100,25%<0.

In this case, with only a few original objects (100) and a
relatively large amount of accumulated statistical object
information, the probability of guessing those 64 bits of accu-
mulated statistical object information is vanishingly small,
approaching zero. This calculated probability 136 and the
accumulated statistical object 122 are passed to the threshold
comparator 132. The threshold comparator 132 takes the
calculated probability 136 and compares it with the probabil-
ity threshold value 127. In our example, the probability
threshold value 127 is 1 in a million. The threshold compara-
tor 132 determines that our calculated probability 127 of zero
is less than the probability threshold value of 1 in a million.
Having not exceeded our probability threshold value 127, the
threshold comparator 132 makes an indication 130 that
includes the selected original object 112SEL Ben. This indi-
cation 130 communicates to other functions within the device
110 that the communication was send by Ben and has not
exceeded the probability threshold value 127, and that the
device 110 should now respond to Ben’s communication.

Inasecond example, we continue with the first example but
change the number of original objects 112S from 100 to
100,000,000 (one hundred million). The calculated probabil-
ity 136 of guessing the accumulated statistical object 114A
with 64 bits of information is 2.674%, greater than the prob-
ability threshold value of 1 in a million. Since this is greater
than the threshold, this concludes the operation of the device
110 for the reception of Ben’s statistical object. The device
110 does not respond to Ben’s communication because it has
exceeded the probability threshold value 127. Now Ben, who
sent the original communications again did not receive a
response, so he sends another communication. Device 110
receives Ben’s communication using a communications
receiver 116. Ben’s communication includes Ben’s statistical
object 114F and communications characteristics 122. Again,
the communications characteristic 122 is source IP address of
1.1.1.2, destination IP address of 1.1.1.3, source TCP port
number of 2000 and destination TCP port number of 3000.
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The communications receiver 116 sends the received com-
munications characteristics 122 and Ben’s statistical object
114F to the statistical object matcher 118. The statistical
object matcher 118 compares Ben’s statistical object 114F
with the plurality of statistical objects 114P and determines
that there it matches only a single statistical object, Ben’s.
The statistical object matcher 118 sends Ben’s statistical
object 114F, the matched statistical object 114M (Ben’s) and
the communications characteristics 122 to the accumulated
statistical object selector 120. The accumulated statistical
object selector 120 compares Ben’s communications charac-
teristics 122 with the plurality of accumulated statistical
objects 114AP, and finds a match with Ben’s previous com-
munication. The matched accumulated statistical object
114A includes the previous matched statistical object 114M
containing only Ben and is compared against the matched
statistical object 114M matching Ben’s statistical object 114F
containing Ben. The intersection of both matched statistical
sets is Ben. The accumulated statistical object information
increases from 64 bits to 96 bits with the addition of statistical
object 114F. The accumulated statistical object 114A is
passed to the original object identifier 126. The original
object identifier 126 takes the given accumulated statistical
object 114A and determines if the accumulated statistical
information within the accumulated statistical object could
only be generated by a single, unique original object 112S.
Original object 1128 is Ben’s X.509 certificate. Original
object 1128 is now indicated as selected original object
112SEL, and is passed to the probability calculator 30. The
probability calculator 130 takes the given accumulated sta-
tistical object 122, and, based on the number of bits of statis-
tical object information that has been accumulated in the
accumulated statistical object 122 and the number of statisti-
cal objects in the plurality of statistical objects 114P, calcu-
lates the probability of guessing the accumulated statistical
object information. In a second example, we continue with
the first example but change the number of original objects
1128 from 100 to 100,000,000 (one hundred million). The
calculated probability 136 of guessing the accumulated sta-
tistical object 114A with 96 bits of information is again van-
ishingly small, approaching zero. This calculated probability
136 and the accumulated statistical object 122 are passed to
the threshold comparator 132. The threshold comparator 132
takes the calculated probability 136 and compares it with the
probability threshold value 127. The threshold comparator
132 determines that our calculated probability 127 of O is less
than the probability threshold value of 1 in a million. Having
not exceeded our probability threshold value 127, the thresh-
old comparator 132 makes an indication 30 that includes the
selected original object 112SEL Ben. This indication 30 com-
municates to other functions within the device 110 that the
communication was send by Ben and has not exceeded the
probability threshold value 127 and that the device 110
should now respond to Ben’s communication.

In a third example, we continue with the second example
and add an association of the selected original object 112SEL
(Ben) and the communications characteristics 122. This
allows for the optimization of subsequence communication
requests from Ben.

Continuing with the third example, Ben makes another
communication to device 110 during which within device 110
an association exists between Ben’s original object and the
communications characteristics 122 of Ben’s previous com-
munication. Device 110 receives Ben’s communication using
a communications receiver 116. Ben’s communication
includes Ben’s statistical object (first statistical object 114F)
and communications characteristics 122. This time, the com-
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munications characteristics 122 is source IP address of
1.1.1.2, destination IP address of 1.1.1.3, source TCP port
number of 5000 and destination TCP port number of 7000.
The source IP address is the same source IP address that was
used in the prior, accepted communications. The statistical
object matcher 118 compares Ben’s statistical object 114F
with the plurality of statistical objects 114P, and determines
that there it matches two statistical objects, Ben’s and Greg’s.
The statistical object matcher 118 sends Ben’s statistical
object 114F, the two matched statistical objects 114M (Ben’s
and Greg’s) and the communications characteristics 122 to
the accumulated statistical object selector 120 and sends the
communications characteristics 122 to the associated original
object selector 124. The accumulated statistical object selec-
tor 120 compares Ben’s communications characteristics 122
with the plurality of accumulated statistical objects 114AP
and finds no matches. Because no matches were found, the
accumulated statistical object selector 120 creates a new
accumulated statistical object 114 A including Ben’s statisti-
cal object 114F, the two matched statistical objects 114M and
the communications characteristics 122. The new accumu-
lated statistical object 114 A is added to the plurality of accu-
mulated statistical objects 114AP. The accumulated statisti-
cal object information is set to 32 bits to reflect the
information contained in statistical object 114F. The accumu-
lated statistical object selector 120 sends the accumulated
statistical object 114A to the associated original object iden-
tifier 128.

The associated original object selector 124 receives the
communications characteristics 122, and compares them
with the communications characteristics 122 associated with
the plurality of original objects 112P. Because an association
exists between Ben’s original object and Ben’s communica-
tions characteristics 122, the associated original object selec-
tor 124 selects Ben’s original object, indicated as 112SEL and
passes the selected original object 112SEL to the associated
original object identifier 128.

The associated original object identifier 128 takes the accu-
mulated statistical object 114A and the selected original
object 112SEL (Ben) and insures that the accumulated statis-
tical object 114A could have been generated from the selected
original object 112SEL. Upon determining that the accumu-
lated statistical object 114A was producible by the selected
original object 112SEL, the intersection of the original
objects 114 is calculated using the original objects associated
with the matched statistical objects 114M (Ben and Greg) and
the selected original object 112SEL (Ben) resulting in Ben.
This intersection is indicated in the accumulated statistical
object 114A. Since there is exactly one original object now
contained in the accumulated statistical object 114A, the
accumulated statistical object 114A is sent to the probability
calculator 130.

The probability calculator 30 takes the given accumulated
statistical object 114A, and, based on the number of bits of
statistical object information that has been accumulated in the
accumulated statistical object 114A and the number of statis-
tical objects in the plurality of statistical objects 114P, calcu-
lates the probability of guessing the accumulated statistical
object information.

In this example, we have 100,000,000 statistical objects
and have received 32 bits of statistical object information, but
we have only a single statistical object that is associated with
the Ben’s communications characteristics 122. Therefore,
instead of using 100,000,000 as the number of statistical
objects, the number of statistical objects is 1, resulting in a
calculated probability 36 of p=14>2. This calculated probabil-
ity 136 and the accumulated statistical object 122 are passed
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to the threshold comparator 132. The threshold comparator
132 takes the calculated probability 136 and compares it with
the probability threshold value 127. The threshold compara-
tor 132 determines that our calculated probability 127 of
p=Y%>2 is less than the probability threshold value of 1 in a
million. Having not exceeded our probability threshold value
127, the threshold comparator 132 makes an indication 130
that includes the selected original object 112SEL Ben. This
indication 130 communicates to other functions within the
device 110 that the communication was send by Ben and has
exceeded the probability threshold value 127 and that the
device 110 should now respond to Ben’s communication. It
should be noted that in this third example, because we are
using the communications characteristics 122 associated
with the original object 112, we can arrive at an selected
original object 112SEL and not exceed the probability thresh-
old value 127 while receiving fewer bits of information from
the received statistical object 114F.

CONCLUSION

Although the present invention has been described in detail
with reference to one or more preferred embodiments, per-
sons possessing ordinary skill in the art to which this inven-
tion pertains will appreciate that various modifications and
enhancements may be made without departing from the spirit
and scope of the claims that follow. The various alternatives
for providing an efficient means for statistical object identity
that have been disclosed above are intended to educate the
reader about preferred embodiments of the invention, and are
not intended to constrain the limits of the invention or the
scope of Claims. The List of Reference Characters which
follows is intended to provide the reader with a convenient
means of identifying elements of the invention in the Speci-
fication and Drawings. This list is not intended to delineate or
narrow the scope of the Claims.

LIST OF REFERENCE CHARACTERS

C1 Network Client 1

C2 Network Client 2

R1 Network Resource 1

R2 Network Resource 2

R3 Network Resource 3

10 Network Resource

10A Authenticated Network Resource
10SA Selected Authenticated Network Resource
10U Network Resource

12 Unique Identity

12C Unique Client Identity

14 Authentication Object

16 Trust Director

18 Network Client

20 Resource Request

22 Trust Policy

24 Management Entity

26 Statistical Object

30 Network

110 Device (Remote System)

112M Matched Original Object

112P Plurality of Original Objects
1128 Original Object

112SEL Selected Original Object
114A Accumulated Statistical Object
114 AP Plurality of Accumulated Statistical Objects
114F First Statistical Object

114M Matching Statistical Object
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114MA Matching Accumulated Statistical Object

114 MP Plurality of Matching Statistical Objects

114N New Statistical Object

114P Plurality of Statistical Objects

1148 Statistical Object

116 Communications Receiver

118 Statistical Object Matcher

120 Accumulated Statistical Object Selector

122 Communications Characteristics

124 Associated Original Object Selector

126 Original Object Identifier

127 Probability Threshold Value

128 Associated Original Object Identifier

130 Probability Calculator

132 Threshold Comparator

134 Indication

136 Calculated Probability

(All components from 112M to 136 are included in device
110).

What is claimed is:

1. A method comprising the steps of:

providing a plurality of network resources (10);

each network resource (10) of said plurality of network
resources (10) using transport access control to convey
an authentication object (14) to a trust director (16);

said transport access control providing authentication
without first requiring the establishment of a TCP ses-
sion which strengthens the security of each of said plu-
rality of network resources (10);

said trust director (16) using said conveyed authentication
object (14) to authenticate each of said plurality of net-
work resources (10);

providing a network client (18);

said network client (18) conveying a resource request (20)
to said trust director (16);

said trust director (16) selecting one of said authenticated
plurality of network resources (10A) that matches said
conveyed resource request (20); and

said trust director (16) conveying said conveyed resource
request (20) to said selected authenticated network
resource (10SA).

2. A method as recited in claim 1, in which:

said authentication object (14) includes identity informa-
tion.

3. A method as recited in claim 1, in which:

said network resource (10) includes a unique identity (12).

4. A method as recited in claim 1, in which:

the authentication of said network resource expires after a
period of time.

5. A method as recited in claim 1, in which:

the selection of one of said authenticated plurality of net-
work resources (10) is based on a number of resource
requests currently pending on each of said plurality of
network resources.

6. A method as recited in claim 1, in which:

the selection of one of said authenticated plurality of net-
work resources (10) is based on a statistical distribution
thatresults in the selection of said selected authenticated
network resource (10SA) for every resource request by
said network client.

7. A method as recited in claim 1, which includes the

additional steps of:

determining if each of said authenticated plurality of net-
work resources (10) is presently able to provide an
advertised resource when a resource request is presented
to it; and revoking said authentication of network
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resource when said network resource is unable to pro-
vide said advertised resource when requested.
8. A method as recited in claim 1, which includes the

additional steps of:

indicating said selected authenticated network resource
(10SA) to a management entity (24).

9. A method as recited in claim 1, in which:

said conveyance of said resource request (20) from said
trust director (16) to said selected authenticated network
resource (10SA) is indicated by editing a destination
address of said resource request (20) to indicate an des-
tination address of said selected authenticated network
resource (10SA).

10. A method as recited in claim 1, in which:

said conveyance of said resource request (20) from said
trust director (16) to said selected authenticated network
resource (10SA) is indicated by editing the destination
port number of said resource request (20) to indicate a
destination port number of said selected authenticated
network resource (10SA).

11. A method comprising the steps of:

providing a plurality of network resources (10);

each network resource (10) of said plurality of network
resources (10) conveying an authentication object (14)
to a trust director (16);

said trust director (16) using said conveyed authentication
object (14) to authenticate each of said plurality of net-
work resources (10);

providing a network client (18);

said network client (18) using transport access control to
convey aresource request (20) to said trust director (16);

said transport access control providing authentication
without first requiring the establishment of a TCP ses-
sion which strengthens the security of said network cli-
ent (18);

said resource request (20) containing a second authentica-
tion object (14);

said trust director (16) using said second authentication
object (14) to authenticate said network client (18);

said trust director (16) selecting one of said authenticated
plurality of network resources (10A) that matches said
conveyed resource request (20); and

said trust director (16) conveying said conveyed resource
request (20) to said selected authenticated network
resource (10SA).

12. A method as recited in claim 11, in which:

said second authentication object (14) includes identity
information.

13. A method as recited in claim 11, in which:

said network client (18) includes a unique client identity
120).

14. A method as recited in claim 11, in which:

said network resource (10) includes a unique identity (12).

15. A method as recited in claim 11, in which:

said authentication of said network resource expires after a
period of time.

16. A method as recited in claim 11, in which:

the selection of one of said authenticated plurality of net-
work resources (10) is based on the number of resource
requests currently pending on each of said plurality of
network resources.

17. A method as recited in claim 11, in which:

the selection of one of said authenticated plurality of net-
work resources (10) is based on a statistical distribution
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thatresults in the selection of said selected authenticated
network resource (10SA) for every resource request by
said network client.
18. A method as recited in claim 11, which includes the
additional steps of:
determining if each of said authenticated plurality of net-
work resources (10) is presently able to provide an
advertised resource when said resource request is pre-
sented to it; and revoking said authentication of network
resource when said network resource is unable to pro-
vide said advertised resource when requested.
19. A method as recited in claim 11, which includes the
additional steps of:
indicating said selection to a management entity (24).
20. A method as recited in claim 11, in which:
said authentication object (14) contained in said resource
request (20) is a statistical object (26).
21. A method comprising the steps of:
providing a plurality of network resources (10);
each network resource (10) of said plurality of network
resources (10) conveying an authentication object (14)
to a trust director (16);
said trust director (16) using said conveyed authentication
object (14) to authenticate each of said plurality of net-
work resources (10);
providing a network client (18);
said network client (18) using transport access control to
convey aresource request (20) to said trust director (16);
said transport access control providing authentication
without first requiring the establishment of a TCP ses-
sion which strengthens the security of said network cli-
ent (18);
said resource request (20) containing a second authentica-
tion object (14);
said trust director (16) failing to authenticate said network
client (18) using said second authentication object (14);
and
said trust director (16) processing said conveyed resource
request (20) in accordance with a trust policy (22).
22. A method as recited in claim 21, in which:
said second authentication object (14) includes identity
information.
23. A method as recited in claim 21, in which:
said network resource (10) includes a unique identity (12).
24. A method as recited in claim 21, in which:
the authentication of said network resource expires after a
period of time.
25. A method as recited in claim 21, which includes the
additional steps of:
determining if each of said authenticated plurality of net-
work resources (10) is presently able to provide an
advertised resource when a resource request is presented
to it; and revoking said authentication of network
resource when said network resource is unable to pro-
vide said advertised resource when requested.
26. A method as recited in claim 21, in which:
said trust policy (22) includes discarding said resource
request (20).
27. A method as recited in claim 21, in which:
said trust policy (22) includes conveying said resource
request (20) to a management entity (24).
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